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Special Terms for the Provision of Remote Support

1. General
These Special Terms shall be applicable for all Remote Sup-
port Services provided by Endress+Hauser to Customers.

These Special Terms shall apply in addition to and form
an integral part of the General Terms and Conditions for
the Delivery of Goods and Services (hereinafter referred to
as “GTC”) of the contracting Endress+Hauser company. In
case of any discrepancies to the applicable GTC these Spe-
cial Terms shall prevail.

In case of any discrepancies between these Special Terms
and an individual Support Agreement (see 2.12 hereinaf-
ter), the latter shall prevail.

The current version of the applicable GTC is published on
the webpage of the contracting Endress+Hauser company.

2. Definitions

2.1 “Customer” means an entrepreneur, a public law
institution or a public law funds that requires Support Ser-
vices for Endress+Hauser Products.

2.2 “Documentation” means applicable Endress+
Hauser’s documentation pertaining to the Product which
is delivered or made available to Customer.

2.3 “Endress+Hauser” primarily means the contracting
Endress+Hauser entity providing Support Services to Cus-
tomer in accord with the Support Services Agreement and
in addition the Endress+Hauser Group in a broader sense
when generally referred to Endress+Hauser Products.

2.4  “Error” means any reported malfunction or failure
in the Product that can be reproduced and constitutes a
non-conformity to the specifications described in the ap-
plicable Documentation.

2.5 ‘“Instrumentation” means measurement devices,
actuators, and valves known as field devices.

2.6 “License Agreement” means the agreement on
the Software license, including but not limited to the En-
dress+Hauser End User License Agreements (EULA).

2.7  “Product” means Instrumentation, Software, or
Solutions supported hereunder and/or delivered to Cus-
tomer.
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2.8  “Software” means typically a proprietary software
installed on a Customer’s premises, sold, rented or offered
free-of-charge to Endress+Hauser’s Customers. It also
includes software (as well as relevant documentation)
from third party software manufacturers labelled by En-
dress+Hauser and from any Endress+Hauser sister com-
pany with software sold under its own brand.

2.9  “Software as a Service” means Software deployed as
a hosted service and accessed over the Internet.

2.10 “Solution” means any Endress+Hauser automation
solutions that include Instrumentation, and/or embedded
hardware, Software, engineering and services.

2.11 “Remote Support” means remote support provided
by Endress+Hauser by phone, email or via remote access,
in order to keep the Product up and running over time.
Remote access is only available in combination with a Sup-
port Agreement.

2.12 “Support Agreement” means the written Agree-
ment between Endress+tHauser and Customer for the
Remote Support ordered and /or other services including
Remote Support and the specific support coverage and
service levels Customer has purchased.

2.13 “Update” means a collection of bug fixes and service
packs which either fix or provide minor enhancements to a
Software, and contain no major new functionality but typi-
cally provide fixes that enhance the stability, compatibility,
and security of the Software.

2.14 *“Upgrade” means a new version of a Software pro-
gram intended to replace the old version used by the Cus-
tomer.

2.15 “Support Session logs” means digital notes, screen-
shots and video recordings collected during the remote
support session.

3. Requirements

Endress+Hauser is under obligation to provide Remote
Support only if the following requirements to be ensured
by the Customer are met:

3.1 General Requirements

3.1.1 The Customer has a valid Support Agreement with
Endress+Hauser for the respective Endress+Hauser Prod-
uct or third party Product.

SWIFT-code ABNANL2A

IBAN-code NL31ABNAQ0644231904
KvK Hilversum nr. 32023139
BTW-nr.: NLO01123701B01



3.2 Registration

3.2.1 The Remote Support can only be used by registered
Customers. The Customer can register using the form
enclosed with the Support Agreement or online on En-
dress+Hauser website in your country of operation. The
Customer can register one or more user under its Custom-
er account.

3.2.2 The Customer must provide Endress+Hauser with
the company name, address, full names of user contact,
telephone numbers and valid e-mail addresses of each
user to be registered. If more than one user is registered,
one of the registered users must be designated as an ad-
ministrator. The Customer must inform Endress+Hauser
of subsequent changes to the names, telephone numbers
and e-mail addresses of registered users. The Customer
must ensure that the registered users can be reached using
the telephone numbers and e-mail addresses given.

3.2.3 The access to Remote Support is made available by
Endress+Hauser based on the registration information
provided by the Customer. The Customer acknowledges
that Endress+Hauser has access to the Customer’s regis-
tration information including to any activation/password
created afterwards to enable the Customer to access the
Support Services.

3.2.4 The Customer must ensure that no unauthorized
third party obtains access to his account or contract num-
ber, user registration details and license key/serial num-
ber. The Customer is responsible for all orders made and
activities performed using its account or contract num-
bers and its registered license key/serial number. If the
Customer becomes aware that third parties are misusing
its details, the Customer must immediately inform En-
dress+Hauser thereof.

3.3 Specific Requirement for Software

3.1.1 The Customer must be in possession of a valid Li-
cense Agreement for the Software covered by the Support
Agreement.

3.3.2 The Software supported under the Support Agree-
ment must be duly registered with the licensing En-
dress+Hauser entity according to the provisions of the
applicable License Agreement.

3.3.3 Support is limited to a maximum of 5 registered us-
ers (additional fees apply for additional users).
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4, Support Services

4.1 Remote Support is offered as Solution Support, Soft-
ware Support or Instrumentation Support. It covers the fol-
lowing Remote Support services:

a) advice on questions concerning functions, versions,
operating and documentation during installation /
setup, use and configuration of the supported Prod-
uct;

b) troubleshooting, analysis of problems and applica-
tion related issues;

c) general assistance on the usage of the Product, and

d) priority planning for on-site visit within defined
time

e) alarm monitoring prioritization and first response
if applicable is offered as an option

f) remote access (cf Section 8) is offered as an option
whenever this is possible and required

g) Software Update (as defined in Section 5), if appli-
cable.

4.2 Remote Support is available to registered users only
(cf Section 3.2) during the agreed contact hours at the
agreed advanced service levels and response set forth in
the Support Agreement.

4.3  Endress+Hauser is entitled to delegate the Remote
Support (in whole or in part) and appoint subcontractors
(third parties or affiliated companies of Endress+Hauser)
at its own discretion providing the Remote Support on be-
half of Endress+Hauser, conditioned that Endress+Hauser
shall remain the responsible party towards the Customer.

5. Software Update

5.1  Software Updates are offered as a separate package
subject to an underlying Support Agreement to Customer
comprising of the following services:

5.1.1 Endress+Hauser provides the Customer the latest
Updates for Endress+Hauser Software during the term of
the Support Agreement.

5.1.2 As soon as an Update is available and released,
Endress+Hauser will send a copy of the Update in digital
format by means of a data carrier or online, e.g. via e-mail
download link for Electronic Software Download (ESD) to
the Customer’s appointed administrator. When Software
and any related Update is transferred via electronic means
of communication, the Customer assumes the risk as soon
as the Software leaves Endress+Hauser’s sphere of influ-
ence (e.g., when downloading).
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5.1.3 In addition Endress+Hauser may provide specific
Software related bug fixes and patches upon their avail-
ability at request of Customer.

5.2 All Updates are covered by the underlying License
Agreement in accordance with its terms and conditions.
All Updates are subject to the same license and contractu-
al rights, obligations and restrictions as the original Soft-
ware Endress+Hauser supplied.

5.3 Totheextent that Software to which Endress+Haus-
er possesses only a derived right of use (external software)
is licensed to the Customer, the rights of use agreed upon
between Endress+Hauser and its licensor are additionally
valid and have priority over the rights of use in this Agree-
ment. Should Endress+Hauser provide the Customer with
open source software, the rights of use applying to open
source software are additionally valid and have priority
over the rights of use in this Agreement. The Customer
will either be informed about those rights of use applying
to the external or open source software and having prior-
ity over the rights of use in this Agreement, or such diver-
gent rights of use will be published on-line.

6. Services not included

6.1  Remote Support does not include

a) Product modifications or special developments,

b) Support for freeware, software, and hardware pro-
vided by third parties which is not expressly men-
tioned in the Support Agreement as part of the Re-
mote Support,

c) Support for operating system components and the
interaction of software or solution with these com-
ponents,

d) Adaptation of Product to Customer requirements,

e) Support in the event of a failure or breakdown
caused by something other than described in the
Product environment,

f) Correction of Errors that are not related to the Prod-
uct supported under the Support Agreement,

g) Removal of Errors that have been caused by the
non-compliance of the Requirements under section
3 or violation of Customers duties under section 7
herein,

h) Spyware/virus removal,

i) Data services cost related to remote access.

6.2 The following services may be provided only
upon i) Customer request and ii) formal approval by En-
dresstHauser and iii) execution of a separate agreement
on the terms and conditions of such services:

a) Supply of Upgrades or new releases,

b) Product specific training,

c) On-site support (help, installation, configuration,
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setup of the supported application, instrumenta-
tion solution) and other on-site services such as
commissioning or calibration of Instrumentations,
d) Data backup services,
e) Consulting services.

6.3  Endresst+Hauser is constantly developing its Soft-
ware and publishes reqular Updates and Upgrades. For
this reason, the Remote Support for Endress+Hauser Soft-
ware can only be called upon if the version installed by the
Customer is up-to-date. Except when indicated otherwise,
up-to-date means a Software installation in accordance
with the latest version, or including latest release with
valid Software License Agreement and maintenance con-
tract.

6.4  Upon request Endress+Hauser can provide Remote
Support for Software which is not fully up-to-date. Such
Remote Support is generally subject to additional costs
and therefore can only be offered under conditions to be
agreed upon separately, in particular with regard to re-
sponse times and prices. If the Remote Service for a ver-
sion, which is not up-to-date, is provided, optimal support
results may not be always possible.

7. Customer Duty

7.1  Customer must take appropriate measures to pre-
vent data loss and Product malfunction, such as adequate
data backup on a regular basis and prevention of malware.
Except where otherwise expressly indicated in writing, En-
dress+Hauser is always entitled to act on the assumption
that all data with which it comes into contact is properly
backed up.

7.2 Customer must take appropriate measures to keep
the installation secure.

7.3 The Customer must keep Endress+Hauser fully in-
formed of any and all information necessary to perform
its services. Endress+Hauser shall not, unless expressly
agreed otherwise in writing, have any obligation to review,
validate or otherwise check the completeness or accuracy
of information as provided by the Customer.

7.4  In the event that Endress+Hauser, despite not be-
ing obligated to do so, determines that information or
documentation supplied by the Customer proves to be
faulty, incomplete, ambiguous or objectively non-execut-
able, the Customer shall, immediately upon notification
by Endress+Hauser, effect the required corrections and/or
amendments in order to enable Endress+Hauser to per-
form the contracted Services.
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7.5 The Customer contact person (meaning the regis-
tered user) must be in a position to make necessary de-
cisions on behalf of the Customer or ensure that they are
made without undue delay.

7.6 Duties of the parties to cooperate within the frame-
work of remote support services are defined in section 8
below unless defined otherwise in the applicable Support
Agreement. Customer’s Remote Access Platform is subject
to Section 9.

8. Remote Access

8.1 If Remote Support is provided via remote access, the
Customer may - in addition to required telecommunication
and internet connections (including the provision of func-
tioning browser software) - be obliged to accept and im-
plement the installation of a standard software utility pro-
gram for remote access or an application for smartphones
(remote access tool) as well as to ensure its functioning
for the duration of the service agreement. Depending on
the remote access tool used, it may also be necessary to
(temporarily) download software elements, including
cookies. Remote access tools used by Endress+Hauser may
be either Endress+Hauser owned or third party solutions,
including cloud based support tools.

8.2  For the installation of the remote access tool, the
Customer shall be requested to accept the respective reg-
ulations of the remote access tool provider, particularlye
third party software license agreements and the corre-
sponding data privacy regulations that are attached to the
installation routine or download procedure. If and to the
extent that the Customer does not accept the appropriate
regulations of the software licensor, installation/down-
load or use of the remote access tool as well as the associ-
ated remote service delivery by Endress+Hauser shall not
be technically possible. Endress+Hauser shall not be liable
for any breach of agreement as a result of any resulting
service restrictions, in particular breaches of the agreed
service levels due to the Customer’s unreasonable refusal
to allow remote access.

8.3  Remote Access to Customer computer, server and
Customer IT. Endress+Hauser shall obtain remote access
to Customer computer, server or Customer IT as the case
may be upon request and to the extent granted by the
Customer primarily on a case by case basis and solely for
problem elimination with the aid of the respective remote
access tool. The use of the remote access tool for problem
elimination by support engineers shall include the analy-
sis of Customer system configuration, the displaying and
processing of files, registration, the displaying of Customer
screen and assuming temporary control of Customer sys-
tem. If and to the extent that the Customer has not ac-
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tively granted permanent approval for remote access by
Endress+Hauser as part of the configuration of the remote
access tool, the remote access requires express approval
from the Customer for every remote access session (Cus-
tomer initiated support). Remote access is clearly made
visible to Customer at all times. The Customer can end the
session at any time by means of the input function provid-
ed in the operating guide of the respective remote access
tool.

8.4 Remote Access via smartphone application. En-
dress+Hauser shall obtain remote access via photo or live
video transmission upon request and to the extent permis-
sion is granted by the Customer primarily on a case by case
basis and solely for problem identification and elimination
with the aid of an application for smartphones. The re-
mote access tool can be used via smartphone of an autho-
rised employee of the Customer or of an Endress+Haus-
er support engineer. Endress+Hauser shall only transmit
Customer data via the remote access tool if the Customer
agrees with such transmission in writing. The Customer
can revoke such permission and terminate the session at
any time. When data (e.g. photos, videos etc.) is trans-
ferred via electronic means of communication, the Cus-
tomer assumes all risk related to such transmission.

8.5 EndresstHauser may collect, administer, process
and use non-personal diagnosis data, as well as any tech-
nical or use-related information associated with the service
assignment. This particularly includes informationrelated
to Endress+Hauser Products, Software and Solutions, in-
formation about the computer being accessed via remote
access tool, data services usage, the system software and
software programs used, as well as the connected and/
or embedded hardware and/or Instrumentations. En-
dress+Hauser is entitled to collect, save, process and use
this information for the provision of software updates,
Product support, Product information and other services
as well as for the further development, or improvement of
Products, Software, Solutions and/or services.

8.6 Support Session logs according to section 8.3 and
8.4 are recorded and stored, including the session accep-
tance by Customer according to defined standard operat-
ing procedure. The download of the Support Session logs is
encrypted to prevent unauthorized access. Endress+Haus-
er may request an agreement on Commissioned Data Pro-
cessing as a prerequisite for provision of Remote Support
via remote access.

9. Customer’s Remote Access Platform

9.1 Customer’'s Remote Access Platform/software
tools can be used only upon express agreement with En-
dress+Hauser.
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9.2 EndresstHauser may request an agreement on
Commissioned Data Processing as a prerequisite for pro-
vision of Support Services via remote access.

10. Specific Warranty Provisions

10.1 Exclusion. Endress+Hauser does not warrant or
represent that Errors in the supported Product, can or will
be corrected. Endress+Hauser does not warrant or repre-
sent availability of remote access or proper functioning.
Endress+Hauser is not liable for and is not required to per-
form Support Services with respect to problems caused by
third party products (other than those that are supported
hereunder subject to a valid Support agreement) or any
Product that has been altered or modified by anyone other
than Endress+Hauser.

10.2 Customer Remedies. Art. 8 and 9 of the GTC shall
apply in respect of warranties, liabililty and remedies. This
provision applies if a remote service can not be provided
for as agreed under the applicable Service Agreement. If
a Remote Support is not provided as agreed under these
terms and conditions and the applicable Support Agree-
ment due to any demonstrable failure by Endress+Haus-
er, then Endress+Hauser shall be obliged to provide the
Remote Support without any additional compensation,
within a reasonable time limit, as agreed. If the Remote
Support cannot be provided as per agreement within a
reasonable additional period of time set by the Customer
for reasons for which Endress+Hauser is responsible, the
Customer shall be entitled to cancel the service concerned.
If the failure is in respect of a part of the agreed Support
Service the cancillation will only be in respect of the part of
the remote services Endress + Hauser is not able to fulfill.
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